User Manual
GFK-3247F
Jun 2026

PAC License Server Administrator
USER MANUAL

B PAC License Server Administrator

PAC LICENSE SERVER ADMINISTRATOR
EMERSON

Coatalicenseinverton BRI el e R ki et eI e [t © nfo @ Help
STt

Search by | Product Name v Export To CSV

View Licenses by Product

Device Name: |NEICP-AS-L301 Bc
Product Name Version Product Catalog ID Part Number Total L|
PAC Machine Edition Professional - Leased License ‘ 1 | MEMBP700 | MET10MBPOO1 ‘

Locking Codes
Primary: *19D CN7Z 4ANH QMGQ I Cop.

Secondary: “1HW PMAH 3DZ3 72D  I[] cCop

Versioni23) o Activate Entitlement
Emerson Customer Center >

Py

Visit our website at Emerson.com/PACSystems EMERSON.




PAC License Server Administrator User Manual Contents
GFK-3247F Jun 2026

Contents

Section 1: About this Manual..........eeeeereeiieniienieenceencernennees 1
Tl GIOSSAIY ittt ettt sttt sat et et e s he et e st bt et e b e s bt et e st e e ne et ne s 1
1.2 Revisions in thisS ManUAl .....ccuuueiiiiiiiieiiiiiiiec et e e 1

Section 2: PAC License Server Administrator

Installation ... e 4
2.1 Minimum Installation ReqUIremMENTS ........ccceverviererieeiieneneeeeseeeeee e 4
2.2 Other System ReqUIreMENTS ......cocceviererieierteneetene ettt 4
2.3 Leased LiCense ShAring ....ccccvveeveiiiinienieneeneenteseestessessessesssesssesssesssesssesns 5

Section 3: General Overview and Operation ......................6

3T OVEIVIEW ittt bbbt b et enis 6
3.2 Expandable Device Information Panel..........cococererieiieneninnieneneeeneneeeenne 6
3.3 Infographic on Reference Architectures.......cococceveeeveneniinscneneeereneeeene 7

Section 4: Creating License Inventory.......cccccceeiiiiiiiieienenen. 8

4.1 Create License Inventory Tab.......cccoeienininieeeeeeeeneecee e 8
4.2  Activating Entitlements Automatically Using the Internet .........cccceeveerueenen. 9
4.3  Activating Entitlements Manually.........cccoceviinernininenneninenreneseeeeseseenne 10

Section 5: Managing License Inventory ..........cccceeeeeeeeeeeee. 13

5.1  Manage License INVENtory Tab....c.cccoveriininiinieenineneenieneseessesessesaesiesneens 13

5.2 Refreshing LICENSES .....cooiririirieninteieneeteie sttt st et s sanesaesresneens 14

5.2.1 Refreshing Licenses Automatically Using the Internet ..................... 14

5.2.2 Refreshing Licenses Manually .......ccccocevevininnnnenininseneneereeeeeee 15

5.3  Returning MUltiple LiCENSES .....ccuecrrirerierieeeeeest ettt 17

5.3.1 Returning Licenses Automatically........cccceeenerierneniniensenenceneeceeee 18

5.3.2 Returning Licenses Manually.........ccccorrvinininneniniensenenceseeseeeae 19

Section 6: Viewing Client Information...........ceeeeirieecnne. 22
6.1 Viewing Client INfOrmation ......ooceveveninireerenerereeeeeee et 22

6.2 Recover Leased LICENSES ...ttt ettt 22
Section 7: Setup Email Notification........ccceevuuveeerririicnnne. 24
7.1 Setup Email Configuration Tab .......ccoceeirieiininneieneetcceeeeeeseee e 24

&

Visit our website at Emerson.com/PACSystems EMERSON. i



PAC License Server Administrator User Manual Contents
GFK-3247F Jun 2026
Section 8: Creating RepOrts.......cccocvveeriiiiivcnerriciiisneeniccnnnee 27
8.1  TO Create @ REPOIT ..civciieeiereeeeteeeee ettt s 27
Appendix A:Secure Deployment Guide..........cccceeeeeeiiiincnnnnnes 29
A1: What is SeCUrity? .....cccciiiiiiiiiiiiiiinininnnnnnnnncnnensennes 29
A.2: General Security Recommendations ............... 29
A.3: Secure Deployment and Hardening................. 30
A.4: PAC License Server Administrator Services
I 30
&

Visit our website at Emerson.com/PACSystems EMERSON.



GFK-3247, PAC License Server Administrator User Manual Warnings and Cautions
GFK-3247F Jun 2026

Warnings and Caution Notes as Used in this Publication

A WARNING

Warning notices are used in this publication to emphasize that hazardous voltages, currents, temperatures, or other
conditions that could cause personal injury exist in this equipment or may be associated with its use.

In situations where inattention could cause either personal injury or damage to equipment, a Warning notice is used.

A CAUTION

Caution notices are used where equipment might be damaged if care is not taken.

Note: Notes merely call attention to information that is especially significant to understanding and operating the
equipment.

These instructions do not purport to cover all details or variations in equipment, nor to provide for every
possible contingency to be met during installation, operation, and maintenance. The information is supplied
for informational purposes only, and Emerson makes no warranty as to the accuracy of the information
included herein. Changes, modifications, and/or improvements to equipment and specifications are made
periodically and these changes may or may not be reflected herein. It is understood that Emerson may
make changes, modifications, or improvements to the equipment referenced herein or to the document
itself at any time. This document is intended for trained personnel familiar with the Emerson products
referenced herein.

Emerson may have patents or pending patent applications covering subject matter in this document. The
furnishing of this document does not provide any license whatsoever to any of these patents.

Emerson provides the following document and the information included therein as-is and without warranty
of any kind, expressed or implied, including but not limited to any implied statutory warranty of
merchantability or fitness for a particular purpose.

&
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Section 1;:  About this Manual

1.1

1.2

Glossary

Activation Code - An activation code is used to convert a customer’s entitlement to a
software license.

Device Locking Code - A device locking code is used during the activation process to bind a
license to a specific device.

Entitlement - An entitlement is a purchased right to use a software application for a
specified period or in perpetuity. An entitlement is activated on a supported device for use.
An activated entitlement results in a license that is bound to a device.

Environment Variable - An environment variable is a device-wide variable that is configured
outside of an application. Users can specify a name and value for the environment variable
that can be referenced by any number of applications.

License - A license results from activating an entitlement onto a supported device. A license
enables customers to use the software on the device to which it is bound.

Lease - A temporary license, usually for one to 60 days, is taken from the available pool of
licenses on the PAC License Server. The lease gives the client exclusive rights to use that
license during the lease period.

PAC License Server - a dedicated server where a pool of entitlements are activated and the
resulting licenses are made available to clients to lease from the server.

Revisions in this Manual

Revision | Date Description
What's New in PLSA Version 2.3

1. Bulk Manual Activation.

F June 2026 2. Establish separate workflows for Manual Refresh and
Automatic Refresh, each designed for its specific use case

3. Manual Refresh removes renewed licenses.

What's New in PLSA Version 2.2

1. Enable PME/PPS/PCM v11.0 License Support Across All PLSA
Tabs

2. Display Expired Licenses on the "Manage License Inventory"
Tab to Enable OEM/SP License Refresh via PLSA.

E April 2026

&
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Revision | Date Description

Automatic Refresh removes renewed licenses.

What's New in PLSA Version 2.1

1. Enhanced License Visibility

e View license information directly within the Create License
Inventory screen.

e Getagranular view of each license in the Manage License
Inventory screen.

e See consumed leased license details easily from the View
Client Information screen.

e Provided Unique Identifier (Activation ID), Serial Number, and
Expiration Date information for every individual activated
license in the Manage License Inventory screen (added based
on FMG customer requests after the PLSA 2.0 release).

2. Smarter Lease License Handling

e Automatic activation of leased licenses (default quantity: 1)
when activating a license inventory.

¢ Real-time automatic refresh of leased licenses at a granular

D Oct 2025 . .
level in the Manage License Inventory screen.

e Automatic return of granular-level leased licenses for
simplified license lifecycle management.

3. Manual Control When You Need It

e Refresh data manually in the Create License Inventory,
Manage License Inventory, and View Client Information
screens.

e Manual refresh also available for Manual License Inventory
to ensure data accuracy on demand.

4. Improved Usability

e Easily copy and paste device name and locking code values
from the Device Information tab to reduce manual entry
errors.

e Added search functionality at the grid level across all tabs
(Create License Inventory, Manage License Inventory, and
View Client Information) for faster navigation and filtering.

Release of PLSA version 2.0

e PLSA application provide email notification to our ELM clients
based on their lease licenses expiration days.

e Include Serial number and Part number into lease license of server

C Jan 2024 application (i.e., PLSA).

e Ability to show lease licenses is on a separate line item on Create
License Inventory screen if it belongs to different activation code
and not grouped into product type.

e Ability to have Leased Licenses for SP/PPS and PCM.

&

&
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Revision | Date Description
e Added fixed heights and widths to certain tabs in the UI.

Adds support for PLSA 1.5
e  PLSA can now be run on both physical and virtual machines.
B Jan 2023 o Parts of the UI will no longer overlap in smaller windows.
e Added bulk renewal of leased licenses.
e Leased licenses can be accessed without administrator rights.

A Apr 2022 Initial Release

&
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Section 2: PAC License Server Administrator
Installation

2.1 Minimum Installation Requirements

System Requirements for the PLSA Suite:

e Minimum processors (for small to medium-sized projects):
o Intel® Core® i5
o AMD FX® or Phenom® II X6
e Recommended processors for large projects or when using multi-instance:
o Intel quad-core Core i7
o AMD higher FX or Phenom II X6 models
e MS Server 2016, Microsoft Window Server 2019, Microsoft Windows Server 2022 MS

Windows Server 2025, Windows 10, or Windows 11
e Atleast 2 GB of Disk Space
e Atleast4 GB of RAM, 8 GB recommended
e Minimum recommended display resolution of 1920x1080 pixels

2.2 Other System Requirements

ELM Software (Required)

e Entitlement and License Manager (ELM)
System Requirements for Application Software

e Specific to the application software being used, the application may reside on a
physical or virtual machine

Internet Access Requirements for Online Activation /Refresh/Return of Licenses

e Internet access is required for online activation, refresh, license return from the PLSA
software using HTTPS protocol on TCP port 443.

e Server-to-client connection requires UDP port 5093 to be open to inbound traffic. This
may require firewall modifications.

e Internet access is required to email server if using email notification service.

License Server Must have a Static IP Address Assigned

¢ The machine upon which the license server is installed, must have a static IP
address to refresh and end leases.

License Server Email Notification Connection Configuration

e PLSA admin user need to connect IT team to get the Email Server Host Name
and Port Number.

Supported Regional Format

e English (US) and English (Australia)

&

&
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2.3

Important
Server-Side Sentinel RMS License Manager must be added to Windows Defender Firewall’s
Allow Apps List
¢ Add Sentinel RMS License Manager to the Allowed Apps list found by following the
path Control Panel > All Control Panel Items > Windows Defender Firewall > Allowed
Apps
Client-Side must have Server IP and System Name updated
e The server’s IP and System Name need to be updated in the client’s host files
found in C:\Windows\System32\drivers\etc.
Virtual machines need to have the same subnet mask as the server to fetch licenses.

If a user is experiencing issues accessing the Help PDF, open Acrobat Reader > Edit >
Preferences > Security (Enhanced) > Toggle on Enable Protected Mode at startup.

Leased License Sharing

Leased License Sharing enables users to access licensed software for a defined period
without requiring a permanent activation. This approach provides flexibility for organizations
by allowing temporary access to applications while maintaining compliance with licensing
terms.

A leased license can be used by a single user to open multiple instances of the same
application, but it cannot be shared between multiple user accounts on the same system.

&

-
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Section 3:  General Overview and Operation

3.1

3.2

Overview

PAC License Server Administrator (PLSA) is a desktop application that allows users to activate,
return, and refresh a pool of licenses on the PAC License Server. It gives the license
administrator the ability to manage licenses from a central location.

Customers can use PLSA to review the inventory of licenses available on the server and the
clients that are currently leasing licenses from the server. PLSA is used in conjunction with
Entitlement License Manager and Emerson Customer Center to manage licenses.

Expandable Device Information Panel

This tab shows the user critical information like Device Name, Primary Locking Code,
Secondary Locking Code, and a link to open the Emerson Customer Center. As of version 2.1,
these items feature a copy command for the user’s convenience.

Figure 1: Expandable Information Panel

Device Name: |NEICP-AS-L301 O

Locking Codes
Primary: *19D CN7Z 4ANH QMGQ  [[]

Secondary: *THW PMAH 3DZ3 713D I

Version 2.3

Note: Device Names must be between 4-225 characters in length.

&
EMERSON.
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3.3 Infographic on Reference Architectures

The PLSA application includes a software licensing infographic designed to walk the
user through the process of setting up PACSystems software licensing by providing a
reference architecture tailored to their specific needs. To access the infographic,
please click the © 7% jcon in the top-right corner of the application

Figure 2: Infographic Walk Through

a

EMERSON

B software Licensing Reference Architectures NS

0 1vfc @ Heip

Emerson

Device Name: INEICP-AS-L301 'y PACSystemsTM q — il
Loctin Coes Software Licensing | cunoos |

e -
Py B SHD CHZAMH UM GO Supported referente.architectures -

Secondary: *1HW PMAH 30Z3T3D I}

This infographic is designed to walk you through the process of setting up PACSystems
software licensing hv aroviding a reference architecture tailared to vaue snerific

Version23
Emerson Customer Center >

o* Activate Entitlement

4

&
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Section 4: Creating License Inventory

4.1 Create License Inventory Tab

The Create License Inventory tab shows the product name, version number, product catalog
ID, part number, total licenses activated, and available licenses.

This screen displays licenses activated on the server. The user can activate additional
entitlements on the server.

Note:

e Asof PLSA 2.1, users can search for licenses by their product name or product
catalog ID in the Search box located on the Create License Inventory screen.

e Order numbers previously displayed in the Create License Inventory tab prior to
PLSA version 2.0 have been obsoleted in favor of serial numbers and part
numbers.

Figure 3: Create License Inventory Tab

PAC LICENSE SERVER ADMINISTRATOR

)| Create License inventory 0 vio @ Heis

T | samchy [Frodcivions
g Bl View Licenses by Product &

Product Name Version Product Catalog ID Part Number Total Licenses Available Licenses

PAC Machine Edition Professional Leased License 100 J MEMEP700 ME100MEPOO1 I 1 1 J

@ Activate Entitlement

&
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4.2 Activating Entitlements Automatically Using the
Internet

1. Click the Activate Entitlement button.

2. Choose Automatic Using Internet.

Figure 4: Automatic Activation Using Internet

X

m Activate Entitlement

Choose Activation Method Enter Activation Code Confirmation ‘

Methods
Automatic Activation using the Intermnet

O Manual Activation

3. Enter the 36-digit activation code and Quantity to Activate (Figure 5). The activation
code is provided on the customer’s order fulfillment email that arrives after the order

is placed.

Note: The Available Quantity and Quantity to Activate parameters refer to
individual entitlements. If the user activates a quantity of one, a single entitlement will
be activated.

Figure 5: Enter the Activation Code and Quantity to Activate

BB Activate Entitlement X

hoose Activation Method Enter Activation Code Confirmation 0

r Enter Activation Code
d3cf9fal-24cd-48cb-81fa-d5ede59c1bes

Available Quantity Quantity to Activate

8 1l

Activation Code is Valid

&
EMERSON.
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4. The activation code can have multiple quantities associated with it. The remaining
qguantities available for the activation code entered will appear in the Available
Quantity textbox. Enter a quantity equal to or less than the Available Quantity in the
Quantity to Activate textbox.

5. Click the Next button.

6. PLSA will display a confirmation screen if the entitlements are activated successfully.

Figure 6: Activation Successful

m Activate Entitlement

X

Choose Activation Method Enter Activation Code Confirmation 0

° Your license has activated successfully.

Close

4.3 Activating Entitlements Manually

1. Click the Activate Entitlements button.

2. Select Manual for the Activation Method and copy or write down the device
locking code. Click Next.

Figure 7: Manual Activation Method

& Activate Entitlement X

Choose Activation Method Upload License File Confirmation

r Methods

O Automatic Activation using the Internet
@ Manual Activation

o It seems you cannot connect to our cloud activation services, so we will proceed with the
manual activation process. Please access a machine with internet connectivity and log on to the
Emerson Customer Center. You will need the device locking code below to generate a license
file from the Emerson Customer Center. Once you have generated the file, return to this wizard
and manually upload the license file to this device.

Primary Locking Code *19D CNT7Z 4ANH QMGQ D

Secondary Locking Code *1HW PMAH 3DZ3 T3)D rU

&
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3. From a computer with an internet connection, navigate to: https://emerson-

mas.my.site.com/communities/

4. Click the Software tab and find the entitlement to activate and click Activate
Manually.

Figure 8: Emerson Customer Center

Dec 3, 2021 9:17:59 AM
Products Downloads Orders Activations Devices © Help Q Search & Export CSV
Product « Activated Available
»  PAC Machine Edition Professional Development 0 1
Suite
~  PAC Solution Provider Development Program 194 6
Account Activation Code Order Date Order Number Activated Available Actions
GE APPLIANCE 7b3aeed-8133-43d7-900b-663e91219750 9/17/2021 ET00410992 194 66 -
cah: 11732 Activale Manually

5. Enter the activation quantity in the Quantity to Activate text field, enter the device name
to be activated into Device Name Text, and enter the Device Locking Code.

6. Click Complete Activation.

7. Click Download License File and save it to a removable disk/media.

Figure 9: Click Download License File

Order Activation
Activation Code: f7b3aeed-8133-4307-9b0b-6639129f5¢ Customer Name: GE APPLIANCE

@ Activation Gompleted successfully

Product Activated

Solution Provider Development - Software Key -1

Part# EMRSPDEVL-SWK Expiration: 12/01/2025 !

ommiss rvorte | oo |

8. Insert the removable disk/media with the downloaded license file into the machine
designated as the PAC License Server.

&

-
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9. In PSLA, click Browse and navigate to the downloaded license file. Click Next.

Figure 10: Upload License File

ctivation Method Upload License File Confirmation 0

Browse License File
ChUsers\E13442700\OneDrive - Emerson\Downloadsh\lservrc (44)

Back Next

10. PLSA will confirm that the license file has been uploaded successfully.

Figure 11: Successful License File Upload

X

@ Activate Entitlement

Choose Activation Method Upload License File Confirmation 0

o Your license file has been uploaded successfully.

Close

&
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Section 5: Managing License Inventory

PLSA facilitates license inventory management by allowing users to select licenses
from the pool and either return them to the cloud for redeployment to another
license server or refresh them within the existing pool.

5.1 Manage License Inventory Tab

Figure 12: Manage Inventory Tab

BB PAC License Server Administrator - o x

A

N PAC LICENSE SERVER ADMINISTRATOR
EMERSON
[©)] Manage License Inventory © ro @ Hew
§
Z | searchby | Serial Number -
5
¢ | R ——— <]
Unique Identifier (AID) Serial Number Product Name Version Product Catalog 1D Expiration Date
| 0cdeecd-2e33-4a81-9da1-215b64553¢Sc 6-49134601-003-00 PAC Change Management Lease License ‘ 1 | M5 ‘ Perpetual |
5 Return Selections L3 Auto Refresh Selections ‘ 1 Upload Manual Refresh File

The Manage License Inventory Tab consists of all the parameters that are associated
with the user’s activate licenses: Unique Identifiers, Serial Numbers, Product
Names, Version Numbers, Product Catalog IDs, and Expiration Dates.

Users are able to return and refresh licenses under the Manage License Inventory
tab. Users can use the search bar to filter the list of their active licenses by a
parameter, such as a product name, then use the Return Licenses or Refresh
Licenses commands to complete the necessary actions. Further information on
automatically or manually refreshing or returning licenses can be found in the
subsequent sections of this document.

&
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5.2 Refreshing Licenses
5.2.1 Refreshing Licenses Automatically Using the Internet

1. With the Manage License Inventory tab selected, click to highlight the license you wish
to refresh and click the Auto-Refresh Selections button.

Figure 13: Auto-Refresh Selections

BB PAC License Server Administrator

R
PAC LICENSE SERVER ADMINISTRATOR

§
EMERSON
® Manage License Inventary ’ @ no @ Hep

Searchby | Serial Number - Export To CSV

Unique Identifier (AID) Serial Number Product Name Version Product Catalog 1D Expiration Date

| B0cdeecd-2e33-4af-9da1-215064553cSc ‘ 6-49134601-003-00° PAC Change Management Lease License ‘ 1 ‘ M5 Perpetual |

5 Retwm Selections 22 Auto Refresh Selections 22 Upload Manual Refresh File

2. Click Next to continue.

Figure 14: Review Screen

X

ﬁ Automatic Refresh

Review Confirmation 9

To refresh the selected licenses using the internet, click next.

To cancel without proceeding, close the dialog.

Next

&
EMERSON. .,
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3. Thelicense has been refreshed successfully.
Figure 15: License Refresh Successfully
ﬂ Automatic Refresh X
Review Confirmation Q .
° 1 license(s) refreshed successfully.
5.3 Refreshing Licenses Manually

1. From a computer with an internet connection, navigate to:

https://emerson-mas.my.site.com/communities/

2. Click the Software tab and locate a valid renewable license.

Figure 16: Renewal Pending

f7b3aced-6133-43d7-9b0b-663e912f915¢

f7o3aced-8133-43d7-9b0b-663912f915¢

f7b3aced-6133-43d7-9b0b-663e912f915¢

GE APPLIANCE
CSN: 11732

GE APPLIANCE
CSN- 11732

GE APPLIANCE
CSN: 11732

PAC Sclution Provider Development Program Refresh
-1
Pariz: EMRSPDEVL-SWK

PAC Sclution Provider Development Program Refresh
-1
Parf#: EMRSPDEWVL-SWK

PAC Sclution Provider Development Program Download
-1
Pariz: EMRSPDEVL-SWK

Activated

3. Click on Refresh. The text will change into a blue Download link.

[ Visit our website at Emerson.com/PACSystems

&
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5. Click Download and save the license file to a removable disk/media.

Figure 17: Download License File

Download 1 Activated

6. Run PSLA and select Upload Manual Refresh File button.

Figure 18: Manual Refresh Method

m Manual Refresh X

Upload file to refresh Confirmation 0

r Browse License File

C:\Users\F1433005\Downloads\license(ee48a434-0a92-4078-93b6-32"

Upload the license file from the Emerson Customer Portal that you downloaded after
refreshing.

Please Note : This action can not be un-done.

7. Click Next to start the manual refresh process. In the next tab, the user will need to select
the license file to refresh.

8. The application will display a confirmation screen if the license has been successfully

refreshed.

Figure 19: License Refreshed Confirmation

m Manual Refresh X

Upload file to refresh Confirmation
° License(s) refreshed successful V.
Close

£z

EMERSON.
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5.4 Returning Single/Multiple Licenses

PLSA supports returning multiple licenses to the cloud at the same time. Users will
find the feature helps to remove licenses when their expiration dates are reached or
when entitlements need to be activated on different machines. Returning licenses

can be done automatically with the internet or manually using a separate internet-
connected machine.

Figure 20: Automatic Return

B8 PAC License Server Administrator = o X

N
¥ PAC LICENSE SERVER ADMINISTRATOR
EMERSON

@ /  Manage License Inventory  View e \ Setup Em © infe @ Hep

é Search by | Unique Identifier - Export To CSV

£

F] View Licenses by Unique Identifier c

g Unique Identifier (AID) Serial Number Product Name Version Product Catalog ID Expiration Date

I 300f64fd-e2c2-4ba9-b22c-Tebdca1d41d6 [ 6-48967101-003-001 IPACMa[hmeEdnmnFm‘essinnaﬂeased,l(?nse I 100 | MEMEP700 J 12/25/2099
&) Retumn Licenses 3 Refresh Licenses
E Visit our website at Emerson.com/PACSystems EMERSON. 17
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5.4.1 Returning Single/Multiple Licenses Automatically

1. Select Automatic using Internet from the Return Method options.

Figure 21: Automatic Return Method

BB Return License
Choose Return Method Confirmation 0
Please close all applications that are using an Emerson license before returning it
Methods

@ Automatic Return using the Intemet

O Manual Return

2. The automatic return method will automatically return the licenses and display a
confirmation screen that the licenses have been returned.

Figure 22: Confirmation Level

m Return License

Choose Return Method Confirmation 0

° License was successfully returned.

Close

&
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54.2 Returning Single/Multiple Licenses Manually

If the machine with PSLA installed has no connection to the internet, the user can still
manually return licenses with the aid of another machine connected to the internet.

1. Select Manual from the Return Method list and click Next.

Figure 23: Return Licenses Manually

BB Return License X

Choose Return Method Select Folder to Return Confirmation

Please close all applications that are using an Emerson license before returning it

 Methods

O Automatic Return using the Internet
@ Manual Return

0 It seems you cannot connect to our cloud activation services so we will proceed with the
manual return process. After completing the steps on this wizard, you will need to migrate a
return confirmation file to a machine with Internet access. You will need to upload this return
confirmation to the customer center in order to complete the return process.

If you have fixed the Internet connection, you can click on "Check Internet Connection”. If
successful, it will automatically bring you to the next step. Otherwise, click "Continue” to
proceed without Internet.

Check Internet Connection

2. The user will need to generate a Return Confirmation file. The Return Confirmation file
will need to be uploaded to the Emerson Customer Center.

3. Click Browse to choose a path to save the Return Confirmation file. Save this file to a
removable disk/media to upload to a machine with internet access.

4. Click Return to generate the Return Confirmation file.

Figure 24: Select Folder

hoose Return Method Select Folder to Return Confirmation 0

Please close all applications that are using an Emerson license before returning it

Choose path to save Return Confirmation

C\Users\E1365381\Documents

This is the first of two steps for returning the entitlement. This will return all product licenses
associated with the entitlement. Are you sure you want to continue?

Please Note : This action can not be un-done.

&

-
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5. The system will display that the return confirmation file has saved successfully.

Figure 25: Return Confirmation File Saved Successfully

m Return License

Choose Return Method Select Folder to Return Confirmation e

X

° Return confirmation file saved successfully

6. From a computer with an internet connection, navigate to:

7. https://emerson-mas.my.site.com/communities/

8. Click the Software tab and then click the Activations tab.

9. Click the Manual Return link in the upper-right corner next to the Help button.

Figure 26: Manual Return link

g

EMERSON

¢ .

L1}
"
"

Software Orders & Downloads—-

Jan 21, 2022 9:51:51 AM
Products Downloads Orders Activations Devices T ManualReiim’ © Help Q Search & Export CSV
Activation Date Activation Code Locking Code Account Product Activated Status Action
712022 f7b3aeed-8133-43d7- *IFF BYLQ GE APPLIANCE PAC 1 Returned
9b0b-663e9121915¢ QSBS HTKS. CSN: 11732 Solution
*1FF BYLQ Provider
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10. Emerson Customer Center will request the Return Confirmation file. Click the e button
to browse for the saved file and click Manual Return.

Figure 27: Upload the Return Confirmation File

Confirm Return

You are about to return the license for the entittement. Upload Return Confirmation File and click Manual Return

*Return Confirmation file returnconfirmation_lockingcode_1PY-AKND-BZEA-ESKX xml e

“ e

11. Emerson Customer Center will display a confirmation screen if the file was successfully
returned.

&
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Section 6:  Viewing Client Information

6.1

6.2

This tab displays the clients that have leased licenses from the server. The user will focus on
this tab when they wish to view the consumed lease license information.

Viewing Client Information

Figure 28: View Client Information

N
¥ so PAC LICENSE SERVER ADMINISTRATOR
®| create License Invento fancge License nventory  View Client Information  Setup £l Notificatio © nfo @ Help
5
Z | searchby Client Device Name . Export To CSV
=
[
i
) Client Device Name Product Name Version Product Catalog ID Lease Start Date Lease End Date
|| iNEicp-as-1300 PAC Change Management Lease License 100 s, 8/12/2025 10/11/2025
| [ INEIcP-As-L300 PAC Machin Edition QuickPanel Leased License 100 MECSCEMK 8/12/2025 10/11/2025
| [ ineice-as-1300 PAC Machine Edition Professional Leased License 100 MEMEP700 8/12/2025 10/11/2025
[]_|meicp-as-1300 PAC Machine Edition ProPlus Leased License 100 MEMEPPT00 8/12/2025 10711/2025
| [ ineice-as-300 PAC Machine Edition Lite Leased License 100 MachineEditionlite 8/12/2025 10/11/2025

Recover Leased Licenses

1. To recover leased licenses, begin by selecting the licenses using the checkbox on
the View Client Information tab.

2. Click Advanced Options and a dialog box will appear (Figure 29).

Figure 29: Click Ok to Proceed

PAC LICENSE SERVER ADMINISTRATOR

® 2 se I nse Inven View Client Information < a © into @ Hein
£
Z | searchby | Client Device Name - B pLsa waming X
5
/N
g . e L
v Client Device Name ‘atalog ID Lease Start Date Lease End Date
¥ | Neicp-as-1304 | Fe5 Engineerin Please use this utiity 1o only recover leased licenses that have baen corrupred 1519 B30 | sjarns |
ine fails.

on the client mac r when the client

Q‘j Advanced Options

&
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3. Once you click on OK, another dialog box will pop up to recover the interrupted lease.

4. Click Next to confirm this is the correct license to recover, or click Close to cancel and
reselect the corrupted license.

Figure 30: Click Next to Recover

A
v PAC LICENSE SERVER ADMINISTRATOR
EMERSON

® View Client Information Er = © nto @ Help
= —

g

£ | Searchby | Client Device Name B Advanced Options X
s

H

H

= ™ Client Device Name Lease Start Date Lease End Date

2 ‘ il it | Are you sure that you want to recover the leased license from the client? If yes, then click Next. | L ] ‘ RN ‘

A message will display that the interrupted license has been successfully recovered to the
license server and can be activated again.

Figure 31: Licenses Recovered Successfully

[©) View Client Information - Notificat @ 1nic @ Help
§
Z | Searchby | Client Device Name B
5
= User Confirmation 7}
g
]
Client Device Name Lease Start Date Lease End Date
| NEicP-As-1304 | ° CEhRD) et sty | smposs | omepms |

T Advanced Options

&
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Section 7:  Setup Email Notification

7.1 Setup Email Configuration Tab

PLSA 2.0 or later has a third tab on the home screen that allows license server administrator
to configure automatic email notifications (and their frequency) to ELM clients regarding their
expiring lease licenses used on their machine.

Configuring Email Notifications for License Configurations

IMPORTANT

Before accessing this section, PLSA admin users need to connect with the IT team to obtain
the Email Server Host Name and Port Number details.

1. Select the Email Notification tab on the home screen and toggle Turn ON/OFF Email
Notifications to ON.

2. Fill out the fields in the Email Notification Configuration Section.

Note: All fields are required. Some fields are grayed out and filled in with default text.
This text cannot be overwritten by the administrator. The text will update based on the
selections made from the drop-down menus in the Email Notification Configuration
section.

Figure 32: Email Configuration Tab

PAC License Serves

AN

S
N PAC LICENSE SERVER ADMINISTRATOR
EMERSON
® Setup Email Notification © ino @ Heip
F ——
£ || (Email Service
? Tumn ON/OFF Email Netification on IER ‘
& || Email Notifcation Canfiguration
Email Server Host Name @ Port Number @ License Expiration(in Days) @ Mail Frequency (In Hours) @ \
INETMAILEMRSN.NET 25 20 - 1
Sender Email ID @ Sender Email Password @
vushabhielandhe@emersoncom | |ssssssssssass
Subject
Re \ is going 1o expire
T
viushabh telrandhe@emerson.com
Message
t I e pr Please review the attached reparts for detai I
‘Send Test Email
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4. After filling the data, the Save button will be enabled. Once saved, the Send Test Mail
button will also become enabled. The PLSA admin user can verify if the email notification

is working or not by clicking on the Send Test Mail button.

Figure 33: Email Notification

PAC LICENSE SERVER ADMINISTRATOR

Device Name: INEICP-AS-L300

Locking Codes

Primary:

Secondary: *1PTVSLT M277 DIBT )

Version 2.1

Emerson Customer Center >

*IWG JYCCBM35BHLZ 1] Co

Email Service

Setup Email Notification

@ vio @ Heip

[ Turmn ON/OFF Email Notification 0N

|

Email Notification C:
Email Server Host Name @
INETMAILEMRSN.NET 25
Sender Email ID @
ashwin.nimje@emerson.com
Subject
Reminder : Your license is going to expire
To

ashwin.nimje@emerson.com

Message

Some of the licenses

orts for

Port Number @

are have expired o

Sender Email Password @

are about to expire

License Expiration(in Days) @

13

3 days. You may also

be running low on

Mail Frequency {In Hours) @
N -

some products. Plesse review the

Send Test Email

5. The email notification also includes a list of expiring licenses details to the end user of the
client via email. The CSV file containing the details will be attached to the email. The
expiring license details of the client's end user will be fetched based on the email
configuration condition, where the end date of the ELM leased license is less than or
equal to the value of the Notify License Expiration Label in days.

Note: Lease licenses can be configured to expire between one and 60 days.

Figure 34: Example Email Notification
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Inbox ' i Repl eply AL | = a &
E0L=3 siddhanath jadhav@e. [ ;
B Deleted ftems 106 R i 1108 A
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o Some of the licenses used by your software have expired or are about to expire in 31 days. You may also be running low on licenses for some products.
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106 Remindier Your heense is gong..  10:07 &b
unk Ema it
Outbax
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Below is an example email notification with the attached CSV file.

Figure 35: Example CSV File with Expiring Licenses
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Section 8: Creating Reports

8.1

To Create a Report

1 Navigate to the Manage License Tab Information tab.

2 Click the Export to CSV button located at the top-right corner.

Figure 36: Export to CSV

o Info 0 Help

3. The application will ask the user where they would like to save their report. The
default location is the user’s downloads folder and will be named
ManagelLicenselnventory.CSV by default. This file can be renamed.

Figure 37: Save and Name Report

PAC LICENSE SERVER ADMINISTRATOR
EMERSON
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4. The user will see the following screen if the save is successful.

Figure 38: File saved successfully

o. CSV File saved successfully

OK

5. The example below shows the details of a report.

Figure 39: Example of an Information Report
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Appendix A:  Secure Deployment Guide

A1

A.2

This section introduces the fundamentals of security and secure configuration and
deployment.

What is Security?

Security is the process of maintaining the confidentiality, integrity, and availability of a
system:

e Confidentiality: Ensure only the people you want to see the information can see it.
e Integrity: Ensure the data is what it is supposed to be.
e Availability: Ensure the system or data is available for use.

Emerson recognizes the importance of building and deploying products with these concepts
in mind and encourages customers to take appropriate care in securing their Emerson
products and solutions.

General Security Recommendations

Emerson product users are recommended to follow the following general security
recommendations:

e Harden system configurations by enabling/using the available security features, and
by disabling unnecessary ports, services, functionality, and network file shares.

e Apply all of the latest Emerson product security updates, Software Improvement
Modules (SIMs), and other recommendations.

e Apply all of the latest operating system security patches to control systems PCs.

e Use anti-virus software on control systems PCs and keep the associated anti-virus
signatures up-to-date.

e Use whitelisting software on control systems PCs and keep the whitelist up-to-date.
e Limit the installation and usage of software to necessary user groups.

e Firewall: To use the PLSA system with Emerson Cloud, allow all outbound traffic at TCP
port 443 to URL intelliplatform.prod.sentinelcloud.com. Be sure to allow replies to
connections as well. To use ELM system with the PLSA server, all outbound traffic at
UDP port 5093 to the host name.

e PLSA admin user need to connect IT team to get the Email Server Host Name and Port
Number. s

&
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A3

A4

e Proxy: When running ELM on a machine that connects to the internet via a
proxy, PLSA uses system proxy settings when communicating with the Emerson cloud
to conduct activations and returns.

Secure Deployment and Hardening

Emerson recommends the following items when configuring the PAC License Server
Administrator:

1. Implement the necessary ACL restrictions such that only users with an Administrator-level
of privilege can run the Entitlement and License Manager.

2. Configure a local firewall to allow HTTPS traffic to reach out to the internet through port
443,

3. Configure a local firewall to allow incoming UDP port 5093, unless the default port has
been changed.

PAC License Server Administrator Services List

PAC License Server Administrator uses the following services in the background. If users
encounter persistent issues with PLSA, please make sure they are running in the background:

1. Sentinel RMS License Manager.

2. MailNotificationTriggerTask

Figure 40: Sentinel RMS License Manager
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Figure 41: MailNotificationTriggerTask
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Contact Information and Support Guide

Questions? We are here to help.

Before starting a case or making a call, try searching our Knowledge Base website — it might have the answer

you need right away.

If you have a question, try the following:

Search our
Knowledge Base

Open a Support Ticket

Register for a
Customer Account

nnnnnn

2
1T

pacsystems.co/knowledge pacsystems.co/support pacsystems.co/signup

Other Helpful Links

Customer Center
Home Page

Commercial Website Contact Information

pacsystems.co/contactus

pacsystems.co/customercenter pacsystems.co/commercial

Emerson reserves the right to modify or improve the designs or specifications of the products mentioned in this
manual at any time without notice. Emerson does not assume responsibility for the selection, use or
maintenance of any product. Responsibility for proper selection, use and maintenance of any Emerson product
remains solely with the purchaser.

© 2026 Emerson. All rights reserved.

Emerson Terms and Conditions of Sale are available upon request. The Emerson logo is a trademark and
service mark of Emerson Electric Co. All other marks are the property of their respective owners.
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